NEQAFOrAM O6 MHO®OPMALIMOHHON BE3OMNACHOCTHU

Koraa peyb 3axoant 06 MHdopMaumMoHHOM 6e30nacHOCTU, 06bIYHO Mbl HAYMHAEM
AyMaTb O KOMMNbIOTEPAX, CETAX, MHTEPHETE N Xakepax. Ho ansa obpasoBaTtensHoW cpeabl
npob6semMa CTOUT WIMPE: B OrpaxAeHUN yyallerocs oT MHGoOpMaLmMm, KOTopasi MOXeT
HEraTMBHO MOBJIMATb Ha ero GOpPMMPOBAHME N pa3BUTUE, TO €CTb O NponaraHae
pa3fINYHOM HanpaB/IEHHOCTMW.

MoHaTne nHpopMmaLMoHHOW 6e30nacHOCTH

MNoa MHpOpMaUMOHHOM 6e30NacHOCTbI0 MOHMMAETCS 3aLMLLEHHOCTb MHHDOPMaLMOHHOWN
CUCTEMbI OT C/Tly4YanHOro Win NpeaHaMepeHHOoro BMelaTenbCTBa, HaHocawero yuwep6b
BflagesibuaM nnu nonb3osaTensam MHpopMaLnu.

Ha npakTuke BaXKHENLWIMMUN ABASIOTCS TPU acnekTa MHPOPMaLUMOHHON 6e30NacHOCTU:

e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMs nonydnTtb Tpebyemyto
MH(OPMALMOHHYIO YCIYTY);

e LENOCTHOCTb (aKTyanbHOCTb M HEMPOTUMBOPEYMBOCTb MHDOPMaLMK, ee
3alUNLWEHHOCTb OT pa3pyLUEHNS N HECAHKLMOHNPOBAHHOIO U3MEHEHNS);

e KOH(MMAEHUMANbHOCTb (3aWmnTa OT HECAHKLMOHUPOBAHHOIO NMPOYTEHMUS).

HapyweHus 4oCTynHOCTU, LenoCTHOCTU U KOHCbI/ILI,eHLI,VIaJ'IbHOCTVI MH(bOpMaLl,VIVI MOryT
ObITb Bbi3BaHbI pa3nn4HbiMM onaCHbIMU BO34ENCTBUSMU Ha VIHCbOpMaLI,VIOHHbIe
KOMMNbOTEPHbIE CUCTEMDI.

OCHOBHbIe yrpo3bl MHhbOpMaLMOHHOM 6e30NacHOCTHN

CoBpeMeHHas MHpOopMaUMOHHasa cMcTeMa nNpeacTaBnsieT cobon CNOXHYIO CUCTEMY,
COCTOSILLYO N3 60/1bLIOro YMcsia KOMMOHEHTOB Pa3/INYHOM CTENMEHM aBTOHOMHOCTH,
KOTOpble CBSA3aHbl Mexay cobon n obMeHnBalOTCA AaHHbIMU. NpaKTUYECKN Kaxabli
KOMMOHEHT MOXET NoABEPrHYTbCS BHELWIHEMY BO3AENCTBMIO MU BbINTU U3 CTPOS.
KOMMNOHEHTbl aBTOMATU3UPOBAHHOM MHDOPMALIMOHHON CUCTEMbI MOXHO pa3buTb Ha
cneaywwme rpynnbi:

AnnapartHbie cpeAacTBa. DTO KOMMbIOTEPbI U X COCTaBHble YacTu (NpoLeccopsl,
MOHUTOPbI, TEPMUHANbI, NepudeprinHble YCTPONCTBA — NPUHTEPLI, KOHTPOIEPHI,
kabenu, NMHUM CBA3N U T.A4.);

lNMporpammHoe obecne4yeHune. D10 NpnobpeTeHHble NporpaMMbl, UCXOAHbIE,
06beKTHbIe, 3arpy304Hble MOAYU; ONepaLMOHHbIE CUCTEMbI U CUCTEMHbIE NPOrpamMMbl
(KoMNUNATOPbI, KOMMOHOBLUMKK N Ap.), YTUWINTbI, AMarHOCTUYECKME NporpamMmmbl 1 T.4.;
AdaHHble, XpaHMble BPEMEHHO W MOCTOSAHHO, Ha AMUCKaX, G3lWKax, NeyaTHble,
apXUBbl, CUCTEMHbIE XYpPHanbl U T.4.;

MNMepcoHan. Nonb3oBaTtenn, CACTEMHbIE aAMUHUCTPATOPbI, MPOrpamMMnCTbI U Ap.

OnacHble BO34ENCTBUSA HA KOMMbIOTEPHYO MH(POPMALIMOHHYKO CUCTEMY MOXHO
noapasaenuTb Ha Cny4yaiHble U NpeaHaMepeHHblie. AHaNM3 onbiTa NPOEKTUPOBAHUS,
N3roTOBJIEHMNS W 3KCMlyaTaumm MHMOOPMALMOHHbBIX CUCTEM MOKA3bIBAET, UYTO
MHdopMaumsl NoABEPraeTCs pPas/INyHbIM C/Ty4YalHbiM BO3AENCTBUSIM Ha BCEX 3Tanax
LMKMa XXU3HU cucTeMbl. MpruuynHamMmm cnydyarHbix BO3AENCTBUIA NPpU 3KCRlyaTauum MoryT
6bITh:

e aBapWMHbIE CUTyaUUM U3-3a CTUXUNHbLIX 6e4CTBUA N OTKIIIOYEHUIM SNEKTPONUTAHNS;
e OTKa3sbl n cbon annapartypsbl;

e oOwmnbkM B NnporpaMMHOM obecneyeHnu;

e owmnbkM B paboTe nepcoHana;

e [OMEXU B JIMHUAX CBA3WN N3-3a BO3LENCTBUIM BHELLHEN Cpeabl.

MpeaHaMepeHHble BO3AENCTBUS — 3TO Lie/iIeHanpaB/ieHHble AENCTBUA HapywuTens. B
KauecTBe HapyLWMUTENs MOryT BbICTyNaTb CAYXallMil, NOCETUTENDb, KOHKYPEHT, HAEMHUK.
[dencteBus HapywmnTensa MoryT 6biTb 06ycnoBneHbl pa3HbIMM MOTUBAMMU:

e HeaOoBONbCTBOM CNyXallero CBOEN Kapbepou;

e B3ATKON;



e 060MNbLITCTBOM;
e KOHKYpEHTHOW 6opbboin;
e CTpeM/IEHWEM CaMOYTBepPAMUTbLCS Nt060M LEHOMN.

MO>HO COCTaBUTb MMMNOTETMYECKYIO MOAENb NOTEHLMANbHOMO HapyLMTENSs:

e KBanMdMKaUMUs HapyLUUTENS Ha YPOBHe pa3paboTumka AaHHOW CUCTEMbI;

e HapyWMUTENIEM MOXET 6bITb KaK MOCTOPOHHEE INLO, TaK WU 3aKOHHbI NOJb30BaTENb
CUCTEMBI;

e HapyLWMUTENO U3BECTHA MHGOPMaLMa 0 NpuHUMNax paboTbl CUCTEMDI;

e HapywwuTenb BbibMpaeT Hanbosnee cnaboe 3BeHO B 3alyuTe.

Hanbonee pacnpocTpaHeHHbIM M MHOroo6pasHbIM BUAOM KOMMbIOTEPHbBIX HapyLUEHW
ABNSETCA HECaHKLUMOHMPOBAHHbIM A0CTYMN. HECAHKUMOHNUPOBAHHbLIN AOCTYN UCMNONb3YyeT
Nobyo oWKnbKy B CUCTEME 3aLLUUTbl U BO3MOXEH MPU HeEpaLUMOHanbHOM Bbi6Ope CpeacTs
3aWMThl, X HEKOPPEKTHON YCTaHOBKE U HacTpoWke.

MNMpoBeaeM KnaccnpuKkaumio KaHanoB HECaHKLMOHMPOBAHHOMO AOCTyMNa, N0 KOTOPbIM

MOXHO OCYLLECTBUTb XULLEHNE, USMEHEHME UIN YHUUTOXEHNE NHDOPMaLUn:

Yepes3 yenoseka:

e XWLUEHMe HocuTenem nHhopmaummu;

e YTeHMe MHdOopMaLMKM C IKpaHa WM KnaBuaTypbl;

e YTeHMe MHGOpMaLNM U3 pacrneyvaTKu.

Yepe3 nporpammy:

e nepexBaT naponein;

e pgewndpoBka 3awmndpoBaHHON MHMOPMaLMK;

e KOMMpOBaHMe MHPOPMaLNK C HOCUTENS.

Yepe3 annapartypy:

e MoaK/oYeHne crneymanbHo paspaboTaHHbIX annapaTHbIX CPeacTs,
obecneumBatowmx 4oCTyn K MHpopMaumu;

e nepexBaT NOBOUYHbIX /TIEKTPOMArHUTHbBIX U3/Ty4YeHUN OT annapaTtypbl, IMHUA CBA3N,
CeTen INEeKTPONUTaHUA U T.4.

Ocobo cneayet oCTaHOBUTLCS Ha Yrpo3ax, KOTOPbIM MOIyT MoABepraTbCs
KoMnMbloTepHble ceTn. OCHOBHasi 0COBEHHOCTb /I060M KOMMbIOTEPHOW CETU COCTOUT B
TOM, YTO ee KOMMOHEHTbI pacnpeaeneHbl B NpocTpaHcTee. CBA3b MeEXAY y3/1aMn CETH
ocywecTensieTcss GU3nN4eCKM C NOMOLLbIO CETEBLIX JIMHUIA M NPOrPaMMHO C MOMOLLbIO
MexaHu3Ma coobuieHumin. Mpu 3ToM ynpasnsawowme coobLeHns n aaHHble,
nepecblslaeMble MeXAay y3faMn CETU, NEPeNAtoTCs B BUAE NAaKeToB 0bMeHa.
KoMMblOTEPHbIE CETU XapaKTePHbl TEM, UYTO NPOTUB HUX NMPeaAnpPUHUMAIOT Tak
Ha3blBaeMble yAasieHHble aTakn. HapylunTenb MOXET HaXoAUTbCS 3a ThiCAYN
KWIOMETPOB OT aTaKyeMoro o6bekTa, Npy 3TOM HanadeHUIO MOXET NoABepraTbCcs He
TOJSIbKO KOHKPETHbIN KOMMbIOTEP, HO U MHpOPMaLMS, Nepeaarowascs no CeTEBbIM
KaHanaMm CBsA3MWU.

O6ecneueHne nHpoOpMaLMOHHON 6e30NacHOCTH

dopMupoBaHue pexunMma MHPopMaumMoHHoM 6e3onacHoCTM — NnpobnemMa KOMMNIEKCHas.
Mepbl MO ee peLeHnio MOXHO NoapasaenuTb Ha NSTb YPOBHEN:
1. 3akoHoAaTes/IbHbINM . DTO 3aKOHbl, HOPMaTUBHbIE aKTbl, CTaHAAPTbI U T.M.

HopmaTueBHo-npaBoBas 6a3a onpeaenstowas NopsaAoK 3aWnTbl MHDOpMaUmn:

2. MopanibHO-3TH4YeCKni. BCeBO3MOXHbIE HOPMbI MOBeAeHUsl, HecobntoaeHne

KOTOPbIX BeAET K NajeHMIo NpecTMKa KOHKPETHOro YesioBeKka Uaun Leson opraHusauuu.

3. AAMMHHNCTPaTHUBHbIA. [JenctBms obliero xapakrepa, npeanpuHnuMaemble

PYKOBOACTBOM OpraHmsaumu. TakuMm 4OKYMEHTaMn MOryT 6biTb:

e MpuKa3 pyKOBOAUTENS O Ha3Ha4YeHUM OTBETCTBEHHOro 3a obecnedeHue
MHdOpMaUMoHHOM 6€30NacHOCTH;

e JOJIKHOCTHble 0653aHHOCTM OTBETCTBEHHOro 3a obecneveHme MHPOPMALIMOHHOM
6e3onacHocTu;



e epeyeHb 3aWmilaeMbiX MHHOPMALMOHHbBIX PpecypcoB U 6a3 AaHHbIX;

e WHCTPYKUMIO, ONpeaensiowyo nopsaok npegocraBneHns nHdopMaumm CTOPOHHUM
OopraHmsaumsaM no Mx 3anpocam, a Takxe No npasaM AOCTyna K HEN COTPYAHUKOB
opraHusauuu.

4. dnsznyeckmmn. MexaHM4eckune, aNeKTpo- U 31EKTPOHHO-MEXaHMYEeCKMEe NpensaTCTBUS

Ha BO3MOXHbIX NYTAX MPOHUKHOBEHWUS MOTEHLMANbHbIX HapyLIUTENen.

5. AnnapaTtHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPONCTBA M CneunanbHble NporpaMmmbl
3alnTbl MHPOpMaLMK).

MpuHATLIE MEpPbI NO co3aaHunto 6e3onacHo MHMOPMALIMOHHOW CUCTEMbI B LUKOSE:

e ObecneyeHa 3aWwmTa KOMMbIOTEPOB OT BHELHMX HECAHKLMOHMPOBAHHbIX
BO34ENCTBMIN (KOMMNbIOTEPHbIE BUPYChI, Nornyeckne 60Mbbl, atakn xakepos U T. 4.)

e YCTaHOBJ/IEH CTPOIrMii KOHTPOJ1b 3@ 3/IEKTPOHHOM NOYTON, obecneyeH NOCTOAHHbIN
KOHTPO/Ib 3a BXOASLLEN N UCXOASALEN KOPPECNOHAEHLMEN.

e YCTaHOBJIeHbl COOTBETCTBYHOLWLME Naposin Ha nepcoHasnbHble K.

e Mcnonb3oBaHbl KOHTEHT-PUALTPLI, ANS GUAbTpaUNM CakTOB MO UX COAEPXKNMOMY.

EonvHas cOBOKYMHOCTb BCEX 3TUX Mep, HanpaB/eHHbIX Ha NPOTMBOAENCTBME Yrpo3aM
6e30MacHOCTU C uenblo CBeAEHUS K MUHUMYMY BO3MOXHOCTMU yllepba, obpasyioT
CUCTEMY 3aLUMThI.

CneumanucTtbl, MMetoLMe OTHOLWEHME K CUCTEME 3aLUUTbl AO/KHbI MOSTHOCTbIO
npeacTaBnsaTb cebe NpuHUMNbl ee PYHKUMOHUPOBAHUS U B Cy4Yyae BO3HUKHOBEHMUS
3aTpyAHUTENbHbIX CUTYauMn afleKBaTHO Ha HUX pearmpoBaTb. o4 3aWwmMToN A0KHA
HaxoauTbCs BCSA cuctema o6paboTkm nHdbopmauumn.

Jlnua, 3aHmnMatowmnecs obecrneyeHmeM MHPOpPMaUMOHHOM 6e30NacHOCTM, AOMKHbI HECTH
JINYHYIO OTBETCTBEHHOCTD.

HagexHasa cuncrema 3awmTbl A0/KHA 6biTb MOAHOCTLIO NPOTECTUPOBAHA M COrlacoBaHa.
3awmnTa ctaHoBuTCcHa 6onee apdhekTMBHOMN N TMOKON, eCnmn oHa AOMYCKaeT UBMEHEHME
CBOMX NapaMeTpPOB CO CTOPOHbI aAMUHUCTpaTOpa.

B 3akntoyeHne cBoero Aoknaaa xotenocb 6bl AaTb HEKOTOPbIE peKoMeHAaumu no
opraHusaummn paboTbl B MHOOPMALMOHHOM MPOCTPaHCTBe, YTob6bl y6epeub ceba n ceBomx
6/1M3KNX OT MHTEPHET-NMPECTYNHMKOB.

PexoMeHaauuMmM No opraHusaumm pa6ortbl B UHPOPMALMOHHOM NPOCTPAaHCTBE

1. Mepen HayanoM paboTbl HEO6XOANMMO YETKO CPOpMYyNMpoBaTb Liefib M BONPOC NoucCKa
nHdopmMaumu.

2. XXenaTenbHo BblpaGOTaTb ONTUMasbHbIN aJropuT™M nounckKa MHCbOpMaLl,VIVI B CETU
MHTEepHEeT, 4YTo 3HAYNUTESIbHO COKPaTUT BPEMSA U CWUJIbl, 3aTpayeHHble Ha MOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NUMUT (2-3 4aca) paboTbl B MHPOPMALNOHHOM
npocTpaHCcTBe (NPOCMOTP Tenenepeaayun, YteHme, MHTepHeT).

4. Bo BpeMsa paboTbl He06X0AMMO AenaTtb nepepbiB Ha 5-10 MUHYT ANS CHATUS
pU3nNYecKoro HanpsXKEHNS N 3pUTENbHON HarpysKu.

5. Heo6xoanmMo 3HaTh 3-4 ynpaxHeHUs Anst CHATUS 3pUTENIbHOIO Harpsi>)XeHUs n
dun3nyeckom ycranocTu.

6. PaboTaTb B XOpPOLLO NMPOBETPEHHOM MOMELLEHUM, MPU ONTUMANbHOM OCBELLEHUN U B
yAobHom nose.

7. He cTtouT nerkombicneHHo obpawaTbCs CO cnam-nMcbMamMmu U 3axX0AnTb Ha
Hebe3onacHble Be6-canTbl. 19 MHTEPHET-NPECTYNHMKOB Bbl CTAHOBUTECH JTIEFKOM
Aobbluen.

8. Mpwu perncTpaumm B coumanbHbIX CETSIX, HE YKa3blBaTe CBOW NepCoHasbHble
[laHHble, HaNnpuMep: aapec Win AeHb POXAEHMUS.



9. He ucnonb3yinte B NOrMHE U Naposie NepcoHanbHble AaHHbIE.

10. Bce 3T0 NO3BOSSIET MHTEPHET-NPECTYNHMKAM NONYUYUTb AaHHbIE AOCTYyNa K
aKKayHTaM 3/IEKTPOHHOM MOoYThl, @ Takxe UHGUUMpoBaTh AoMaluHue MK ans BKIOYEHUS
nx B 60T-CETb UNU ANA NOXULLEHUS BAHKOBCKMX AaHHbIX POAUTENEN.

11. Co3zpalite cob6CTBEHHbIN NMpodUIb Ha KOMMblOTEpPE, YTOObI 06e30nacuTb
MH(OPMaLMIO, XPaHALLYIOCS Ha HEM.

12. He 3abbiBaiTe, 4TO paKTbl, O KOTOPbIX Bbl y3HaeTe B IHTepHeTe, HY>KHO O4Y€eHb
XOpOLWO NpoBepUTb, ecnn BbibyaeTe NCNob30BaTh MX B CBOEKM AOMalLHen paboTe.
Llenecoobpa3Ho CpaBHUTb TPU UCTOYHMKA MHPOPpMaLNKM, NpeXae YEM pPELLUNTb, KaknuM
MCTOYHMKAM MOXHO A0BEPATh.

13. O 4OoCTOBEPHOCTM MH(OPMaLIMK, MOMELLLEHHOW Ha CaliTe MOXHO CyAuUTb NO CaMOMY
caunTy, y3HaB 06 aBTopax cawTa.

14. Pasmewasn nHdopmaumio o cebe, cBonx 6N3KNX M 3HAKOMbIX Ha CTpaHuuUax
couManbHbIX CeTel, cNpocuTe NpeaBapuUTenbHO pa3peLlleHne y Tex, 0 KoM byaeT aTa
WHdopMaums.

15. He cneayet pa3mewaTb Ha CTpaHuuax Beb-cantoBs cBoun doTtorpacdum m
doTorpacdpmm cesomx 6aM3KMX N 3HAKOMbIX, 3@ KOTOPblie BaM NOTOM MOXET 6bITb CTbIHO.

16. Cobntogaiite npasuna 3Tukm nNpu obweHnmn B NHTepHeTe: rpyboCcTb NnpoBounpyeT
APYrMX Ha Takoe Xe noseaeHue.

17. Ucnonb3ys B cBoer paboTe maTtepman, B3ATbln U3 NHHOPMALMOHHOIO UCTOYHMKA
(kHUWra, nepuogmyeckas neyatb, VIHTEpHET), cneayeT yKasaTb 3TOT MCTOYHUK
WHOpMaLMn UNu caenatb Ha HEro CChblsIKy, ecnu Matepuan 6bln BaMu nepepaboTaH.
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